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e Threat Modeling Cheat Sheet:
https://www.owasp.org/index.php/Application_Security Architecture_Cheat_Sheet
e Attack Surface Analysis Cheat Sheet:

https://www.owasp.org/index.php/Attack_Surface_Analysis_Cheat_Sheet
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e OWASP Testing Guide 4.0: Testing for Authentication:
https://www.owasp.org/index.php/Testing_for_authentication

e Password Storage Cheat Sheet:
https://www.owasp.org/index.php/Password_Storage_Cheat_Sheet
Forgot Password Cheat Sheet: https://www.owasp.org/index.php/Forgot_Password_Cheat_Sheet
Choosing and Using Security Questions Cheet Sheet:
https://www.owasp.org/index.php/Choosing_and_Using_Security _Questions_Cheat_Sheet (See
LoA)

OWASP Application Security Verification Standard 3.0 33



https://www.owasp.org/index.php/Choosing_and_Using_Security_Questions_Cheat_Sheet
https://www.owasp.org/index.php/Choosing_and_Using_Security_Questions_Cheat_Sheet
https://www.owasp.org/index.php/Choosing_and_Using_Security_Questions_Cheat_Sheet
https://www.owasp.org/index.php/Choosing_and_Using_Security_Questions_Cheat_Sheet
https://www.owasp.org/index.php/Choosing_and_Using_Security_Questions_Cheat_Sheet
https://www.owasp.org/index.php/Choosing_and_Using_Security_Questions_Cheat_Sheet
https://www.owasp.org/index.php/Choosing_and_Using_Security_Questions_Cheat_Sheet
https://www.owasp.org/index.php/Choosing_and_Using_Security_Questions_Cheat_Sheet
https://www.owasp.org/index.php/Choosing_and_Using_Security_Questions_Cheat_Sheet
https://www.owasp.org/index.php/Choosing_and_Using_Security_Questions_Cheat_Sheet
https://www.owasp.org/index.php/Choosing_and_Using_Security_Questions_Cheat_Sheet
https://www.owasp.org/index.php/Choosing_and_Using_Security_Questions_Cheat_Sheet
https://www.owasp.org/index.php/Choosing_and_Using_Security_Questions_Cheat_Sheet
https://www.owasp.org/index.php/Choosing_and_Using_Security_Questions_Cheat_Sheet
https://www.owasp.org/index.php/Choosing_and_Using_Security_Questions_Cheat_Sheet
https://www.owasp.org/index.php/Choosing_and_Using_Security_Questions_Cheat_Sheet
https://www.owasp.org/index.php/Choosing_and_Using_Security_Questions_Cheat_Sheet
https://www.owasp.org/index.php/Choosing_and_Using_Security_Questions_Cheat_Sheet
https://www.owasp.org/index.php/Choosing_and_Using_Security_Questions_Cheat_Sheet
https://www.owasp.org/index.php/Choosing_and_Using_Security_Questions_Cheat_Sheet
https://www.owasp.org/index.php/Choosing_and_Using_Security_Questions_Cheat_Sheet
https://www.owasp.org/index.php/Choosing_and_Using_Security_Questions_Cheat_Sheet
https://www.owasp.org/index.php/Choosing_and_Using_Security_Questions_Cheat_Sheet
https://www.owasp.org/index.php/Choosing_and_Using_Security_Questions_Cheat_Sheet
https://www.owasp.org/index.php/Choosing_and_Using_Security_Questions_Cheat_Sheet
https://www.owasp.org/index.php/Forgot_Password_Cheat_Sheet
https://www.owasp.org/index.php/Forgot_Password_Cheat_Sheet
https://www.owasp.org/index.php/Forgot_Password_Cheat_Sheet
https://www.owasp.org/index.php/Forgot_Password_Cheat_Sheet
https://www.owasp.org/index.php/Forgot_Password_Cheat_Sheet
https://www.owasp.org/index.php/Forgot_Password_Cheat_Sheet
https://www.owasp.org/index.php/Forgot_Password_Cheat_Sheet
https://www.owasp.org/index.php/Forgot_Password_Cheat_Sheet
https://www.owasp.org/index.php/Forgot_Password_Cheat_Sheet
https://www.owasp.org/index.php/Forgot_Password_Cheat_Sheet
https://www.owasp.org/index.php/Forgot_Password_Cheat_Sheet
https://www.owasp.org/index.php/Forgot_Password_Cheat_Sheet
https://www.owasp.org/index.php/Forgot_Password_Cheat_Sheet
https://www.owasp.org/index.php/Forgot_Password_Cheat_Sheet
https://www.owasp.org/index.php/Forgot_Password_Cheat_Sheet
https://www.owasp.org/index.php/Forgot_Password_Cheat_Sheet
https://www.owasp.org/index.php/Forgot_Password_Cheat_Sheet
https://www.owasp.org/index.php/Forgot_Password_Cheat_Sheet
https://www.owasp.org/index.php/Forgot_Password_Cheat_Sheet
https://www.owasp.org/index.php/Password_Storage_Cheat_Sheet
https://www.owasp.org/index.php/Password_Storage_Cheat_Sheet
https://www.owasp.org/index.php/Password_Storage_Cheat_Sheet
https://www.owasp.org/index.php/Password_Storage_Cheat_Sheet
https://www.owasp.org/index.php/Password_Storage_Cheat_Sheet
https://www.owasp.org/index.php/Password_Storage_Cheat_Sheet
https://www.owasp.org/index.php/Password_Storage_Cheat_Sheet
https://www.owasp.org/index.php/Password_Storage_Cheat_Sheet
https://www.owasp.org/index.php/Password_Storage_Cheat_Sheet
https://www.owasp.org/index.php/Password_Storage_Cheat_Sheet
https://www.owasp.org/index.php/Password_Storage_Cheat_Sheet
https://www.owasp.org/index.php/Password_Storage_Cheat_Sheet
https://www.owasp.org/index.php/Password_Storage_Cheat_Sheet
https://www.owasp.org/index.php/Password_Storage_Cheat_Sheet
https://www.owasp.org/index.php/Password_Storage_Cheat_Sheet
https://www.owasp.org/index.php/Password_Storage_Cheat_Sheet
https://www.owasp.org/index.php/Password_Storage_Cheat_Sheet
https://www.owasp.org/index.php/Password_Storage_Cheat_Sheet
https://www.owasp.org/index.php/Password_Storage_Cheat_Sheet
https://www.owasp.org/index.php/Testing_for_authentication
https://www.owasp.org/index.php/Testing_for_authentication
https://www.owasp.org/index.php/Testing_for_authentication
https://www.owasp.org/index.php/Testing_for_authentication
https://www.owasp.org/index.php/Testing_for_authentication
https://www.owasp.org/index.php/Testing_for_authentication
https://www.owasp.org/index.php/Testing_for_authentication
https://www.owasp.org/index.php/Testing_for_authentication
https://www.owasp.org/index.php/Testing_for_authentication
https://www.owasp.org/index.php/Testing_for_authentication
https://www.owasp.org/index.php/Testing_for_authentication
https://www.owasp.org/index.php/Testing_for_authentication
https://www.owasp.org/index.php/Testing_for_authentication
https://www.owasp.org/index.php/Testing_for_authentication
https://www.owasp.org/index.php/Testing_for_authentication
https://www.owasp.org/index.php/Testing_for_authentication
https://www.owasp.org/index.php/Testing_for_authentication

)ownsp

V3: Y a ERBICEITIREEHS

EEAR

Web R—ATF 7V —2a>OFKREBDIBEBRERED 12, 77V5r—>3a eWdiEed1—H—
NDIREZER /| #HEITEZIEOOXN_ALTT, chiFtEy>a EBERIENR, 11— —& Web
R=AT7VT—=2 3 VEOAT—R 7N BERE2EET2EEBRELTERTEET,
BREXNROT )T —23a o Roernoty s a BB a2mEd e 2BRBLET,

o TYIAVRELZOI—HY—EEOENTH), HAPXHBETERVWZ L

o YT AV, FEILEDLEMLEN, T IT 1 TORENI B ERAILTINTD,

BH

&= w1z

MEEEOEY I UIZ—Svy—REELTVALY, EEEHEEED

BV aURE—Tr—R—BHEHS0D LY I VEBRBLCHES Y 1.0
ns.
0579 R C Yy S aY EEMLLT WS, v 1.0
n56—%@%&-3@3!5777‘47'%%‘6"&‘&93‘//J“";‘MA?"J hE2, v 1.0
EEEFDELEBEICADE, 1I—F—AFOJ( VRETH>TEEY o
SAURALTYINEBDEEE MR A LT ™ M) £EZ T VB, '
RAELEETHTNTOR—VE, DAUPTMEEOITI Nl -
KB, '
URL, I5—Xvt—y, OYEEUTEYS 3> DARBEAEL, | o
by av oY E—(ckD URL BRI AHR—R LA, '
R, BRENANTALOCHLEEY SIS ELYS Y DAERE | o
ns, '
F7Ir—23> 7L —LAD—90TERLEEYS I DDA EEMER 10
BYB, '

OWASP Application Security Verification Standard 3.0 34




Y2 AaVR—-ALUABT-—ETHD,

ENAZBEICEEL., BIEEY >3V =02 E 52 "HitpOnly" B %
& "secure" BMERET S,

NAD—REZEETJ7OLANEEICERTENERIC, HOIXTOTIT A
Tty a ERTIDERBNAN I-—Y—ICRRENB,

&

R

FHICOVWTE., UTESRLTLSEZL,
e OWASP Testing Guide 4.0:Session Management Testing:
https://www.owasp.org/index.php/Testing_for_Session_Management
e OWASP Session Management Cheat Sheet:
https://www.owasp.org/index.php/Session_Management Cheat_Sheet
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e OWASP Testing Guide 4.0: Authorization:
https://www.owasp.org/index.php/Testing_for_Authorization
e OWASP Cheat Sheet:Access Control:
https://www.owasp.org/index.php/Access_Control_Cheat_Sheet
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OWASP Testing Guide 4.0: Input Validation Testing:
https://www.owasp.org/index.php/Testing_for_Input_Validation

OWASP Cheat Sheet:Input Validation:
https://www.owasp.org/index.php/Input_Validation_Cheat Sheet

OWAGSP Testing Guide 4.0: Testing for HTTP Parameter Pollution:
https://www.owasp.org/index.php/Testing_for HTTP_Parameter_pollution_%280TG-INPVAL-
004%29

OWASP LDAP Injection Cheat Sheet:
https://www.owasp.org/index.php/LDAP_Injection_Prevention_Cheat_Sheet

OWASP Testing Guide 4.0: Client Side Testing:

https://www.owasp.org/index.php/Client_Side_Testing
OWASP Cross Site Scripting Prevention Cheat Sheet: https://www.owasp.org/index.php/XSS _

%28Cross_Site_Scripting%29 Prevention_Cheat_Sheet
OWASP Java Encoding Project:
https://www.owasp.org/index.php/OWASP_Java_Encoder_Project
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e Reducing XSS by way of Automatic Context-Aware Escaping in Template Systems:
http://googleonlinesecurity.blogspot.com/2009/03/reducing-xss-by-way-of-automatic.html
e AngulardS Strict Contextual Escaping: https://docs.angularjs.org/api/ng/service/$sce
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e OWASP Testing Guide 4.0: Testing for weak Cryptography:
https://www.owasp.org/index.php/Testing_for_weak_Cryptography
e OWASP Cheat Sheet: Cryptographic Storage:

https://www.owasp.org/index.php/Cryptographic_Storage_Cheat_Sheet
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e OWASP Testing Guide 4.0 ® 27 >/ Testing for Error Handling:

https://www.owasp.org/index.php/Testing_for_Error_Handling
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e User Privacy Protection Cheat Sheet:
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e OWASP - TLS Cheat Sheet:

https://www.owasp.org/index.php/Transport_Layer Protection_Cheat_Sheet

"EERENTVAD TLS OE—R"ICBITHEE: CNET, ASVS EXKEEE FIPS 140-2 25 R
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BERENYOTY TRICAAEOEVEHZITOSRAEF. EDXABGEMEICHY X,
https://noncombatant.org/2015/05/01/about-http-public-key-pinning/ ZZ8B L T & L\,

e HTTP Strict Transport Security D E &l FcAIAH&: https:/www.chromium.org/hsts
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e OWASP Testing Guide 4.0: Testing for HTTP Verb Tampering:
https://www.owasp.org/index.php/Testing_for HTTP_Verb_Tampering_%280TG-INPVAL-
003%29
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e OWASP Testing Guide 4.0: Business Logic Testing:

https://www.owasp.org/index.php/Testing_for_business_logic
e OWASP Cheat Sheet: https://www.owasp.org/index.php/Business_Loqic_Security Cheat_Sheet
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e File Extension Handling for Sensitive Information:
https://www.owasp.org/index.php/Unrestricted_File_Upload
e Unrestricted File Uploads: https://www.owasp.org/index.php/Unrestricted_File_Upload
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e OWASP Mobile Security Project:

https://www.owasp.org/index.php/OWASP_Mobile_Security Project
e 10S Developer Cheat Sheet: https://www.owasp.org/index.php/IOS_Developer_Cheat_Sheet
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e OWASP Web Services Security Cheat Sheet:
https://www.owasp.org/index.php/Web_Service_Security Cheat_Sheet
e OWASP Web Services Security Testing Cheat Sheet:
https://www.owasp.org/index.php/Web_Service_Security Testing_Cheat_Sheet
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e OWASP Testing Guide 4.0: Configuration and Deployment Management Testing:
https://www.owasp.org/index.php/Testing_for_configuration_management
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SERTCENMNERFIXANOTLEYT—230ENYTAOADRBRICERAENDI ARSI
>—KE&E.

o FRRIMBEI (CA: Certificate Authority): > R IIAEERRITIDIL T 1T 1,

o EfEtF11F 1 (Communication Security): 77V —>a > BREEB, 75147 NE
H—N—f@. A ATLETTVT—23a2ETOTF—2OREICHE T2 T—XRE,

o MWEER (Component): I L d—REN, BETEITAI AV I/IXYRNID)—D(4R—T 1A
ALKV, HOBHREREBERFT S,

o JOARYANAVVUTT 14>% (XSS: Cross-Site Scripting): ¥, Web 77U —>3a> TR
ShdtF1UTFTBEMETHY, AVTOYNODIZATURNUNRO VT NOA2T0>3
VEFLTLES,
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5L ES 1 —)L (Cryptographic module): St T7IL I XLANDREE, BE{LBOERET
o —ROITF,. VI7NDIT, 77—LDIT

H—EAIEEBE (Denial of Service (DoS) Attacks): LIBREN E X LU VT ARNEREETS
CETTIIVTr—2araEFA—N—7 00— BHRE,

EREHRE (Design Verification): 77V —23a>0eFx1 VT4 T7—F T O F ¥ ICET 25l
Y RTAM

B ME (Dynamic Verification): 77'U 7 —> 3> ORTHICHBHS I XF v Z2HVTHEE
RekEIT2EELY I EFEAL LRE,

A —AZR—TIT Y (Easter Eggs): EM 11— RO—FET., HI2BEDADANR MNTDONBET
RITEhAEL,

NES AT A (External Systems): 7 7'V —>3a>0—HTREEV, H—/N—H A1 RT7TV
T—23ar ERERFY—ERA,

FIPS 140-2: BBt TS 1 — )L DERFTDB LV EXEOREEELE L THEHATESELE
J'0—/%)L—%R& 3] F (GUID: Globally Unique Identifier): Y 7 R T 7 WT%EHt LTHEH
TNB—EBENSRES,

NAN—=FFANI—OF Y 7ER (HTML: HyperText Markup Language): Web 7' 5 U H—IC
REREND Web R—I XD BEHROERICEAENBDEEN—I TV TERE.
NAN—FTFANEXE7ONJL (HTTP: Hyper Text Transfer Protocol): 8. JZ7RL —
>3y, NMN—AXFATERATLAOT 7V r—>3>7’/OM31)L. World Wide Web @
T—2BEOERE,

ADRRE (Input Validation): EETERZVWI—HF— AN EZERILE L THKRILET S,
FAMNIDTANTF4LONUF AT AN (LDAP: Lightweight Directory Access Proto
col)) XY RD—DZNLEDBTALINIBEBRY—EANOT VA I/ ERBIZEAET IS T
Dr—>a>7’0kdl,

EM— K (Malicious Code): 77U —>a > ORREIC, P7UTr—23a>OmBEOHS
BOWEBICT7UT—>3a>RAICBAEhEI—RT, TOT7 7 U’J'—/E/L'_E?‘Lﬁé hizt¥f21
DT 14 ZHhVK<D, VAN ART—LBEDIILVITERERD,

JIJITF (Malware): 77U —> 3 VICBAEChERTI—RT, 77U5—23 > 0OmAE
EXEREICASND I EBSETEND,

F—=T>2Web P7Ur—>a>ex21U5T470O2 T M (OWASP: Open Web Application S
ecurity Project): Open Web Application Security Project (OWASP) l&, 77U —>3a> VY7~
JIT7OEF1VT4OELICESHWICRYBT, BETLAHAEALZIZ 212571, OWASP O
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Tvai, TFUT—>3a3aotxa)7T14 2 "BA3{L" LT, A /I AEFTT)5r—
2aveEF1VTFAOVRVICHALTRBER > TAMZT I CENTEDLSICTD &, hit
p:/lwww.owasp.org/ &S &,

1 T> 11— K (Output encoding): Web 7 S0 H— AR AT LAANOT TV r—>3a> ol
HEERILSRVORBRIAET S,

A BI1E3R (PIl: Personally Identifiable Information): B34 T, £kt BEREHKICERT
22T, BAOES., EAANOEAM, BAOKRE., $#ZHVREIAVTFANCRULZBAOEE
N TEDER,

RIF 1« 7KEE (Positive validation): "0 4 KU AN %38,

tF¥211)F 1 F—FFTOF ¥ (Security Architecture): EF¥ 1) F 1 BEEOFE L REFFZR
R, BBIBDT7VT—>320FFAOMRILT, ARFICT7VTr—>3>ed1—H—ICH8
ITRT—ZOEMETOEEELRR, BRI,

tF 1) F 1 RE (Security Configuration): ¥ 1) F 1 HlfHOERICHEEZRIET, 77U
T=2320D72 A LKRE.

t¥*11)7 1« B (Security Control): EFX¥ 1 UTF A FI VI ERTIDHMERPEBRER (Tt
AFEFIYORE), FEEEFIVTAIREITIRREFOCHITHEPERNER EEL
T— ROEREE)

sQL 4 Y I 433> (SQLi: SAL Injection): F—R RU TV FP7UTr—2 3> ORBICERE
hdad—RAV2ToavEE. BENOHD SQALAT—IXYRFIVRNURANCEA
TEhd,

BWME (Static Verification): 775 —23> OV —AI—ROBBERIZRBEN TXF ¥
ZRAVTRATZIEHLY I EZERATIRE,

BRENIR (TOV: Target of Verification): OWASP ASVS O EH B> TTF7 77U —>3artFa
DF 1 REZITOSRIC. REMREBDBEOT 7VTr—>3>2, COFT7IVr—23a>vzE "’
EXR (Target of Verification)" &7z l& TOV & HA,

ERBEFV >V (Threat Modeling): BRI —> I N, E¥a2UFT4V—2, EF2UT 1]
fHl, EELEMEERPESXRAEEZPASHICTS OO0, BBEEFIVFTAT—FTIOF+
EBEL TV I ENSBDIEE,

RS> AR—KMEEF 21T 1 (Transport Layer Security): 1 2 —%Y NTOEEEF1 )
TAERHEIBIESHTONIIN,
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URI/URL/URL 7 5% X~ M (URI/URL/URL fragments): Uniform Resource Identifier (URI) (&
BEIEEE Web VY —RZBEITB-HICEAE D XFF, Uniform Resource Locator (URL)
. Z<DB\E. VY—ADSRBELTEREhS,

I—H—ZFANnT AN (UAT: User Acceptance Testing): EEERELCBELU LS ICEBETZ T
ARRE, YVZIRNIJITOERBEULEIC, HSWBRTAM CORETEREND,

REE (Verifier): OWASPASVS DEH#ICEIWTTIUr—>a>vaLE1—32EAELRE
TN—=7,

KRITA4 M) AN (Whitelist): FFAIEhTVBDTF—RELEREOVAN (ADKRIAETHATET AT
BXFDIARNKE),

XML: RFIXROIVI—RIZETIIL—IEY NEEETEN—IT VS

i

=h
AR o
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18] C: 2R %

COBEQI—H— | HEAZFLCEDTRIDHERENEDHTEVEOEL T, LTFTO OWASP 7’0
SIVRNEBYET,

e OWASP Testing Guide: https://www.owasp.org/index.php/OWASP_Testing_Project

e OWASP Code Review Guide:
http://www.owasp.org/index.php/Category:OWASP_Code_Review_Project
OWASP Cheat Sheets: https://www.owasp.org/index.php/OWASP_Cheat_Sheet_Series
OWASP Proactive Controls: https://www.owasp.org/index.php/OWASP_Proactive_Controls
OWASP Top 10: https://www.owasp.org/index.php/Top_10_2013-Top_10
OWASP Mobile Top 10:
https://www.owasp.org/index.php/Projects/ OWASP_Mobile_Security Project_-
_Top_Ten_Mobile_Risks

BRI, UTO Web A hE, COBEQI—HY— /| HKAZFICEDTRIDAEMEN ZEDHTEVE
NDTTY,
e MITRE Common Weakness Enumeration: http://cwe.mitre.org/
e PCI Security Standards Council: https://www.pcisecuritystandards.org
o PCI Data Security Standard (DSS) v3.0 Requirements and Security Assessment
Procedures: https://www.pcisecuritystandards.org/documents/PCl_DSS_v3.pdf
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PCIDSS 6.5 &, OWASP Top 10 2004/2007 A SEHL AR ZER—AEL, chll, |FRIEO7OEA
TRZE VS DOABMLEENDTT, ASVS I OWASP Top 10 2013 DEBZBEA—/N—tY NTHD 1o
(OWASP Top 10 ® 10 EEH XL T, ASVS (& 154 I H), OWASP Top 10 & PCI DSS 6.5.x Tihh
TVBBEEDITANTAH, KVFME ASVS GIIEHTREEATVET, LEAEF., "BEOHZFE
BREEYIa EE, ., V2RI, 923 8KV V3 v a ERB, O3 ICERE
CHIELTVWET,

RELARIL 3 TR, TEEXECHAEXNETNET, —FH, RELARI 2 TR, PCIDSS65NEFEALED
EHICHRTEETHN, 653 £ 654RBFEFNELA,

PCIDSS 6.5.6 BEND7 O ANERER., ASVS TRFE>TLWEEA.

PCI-DSS 3.0 ASVS 3.0 Si8g

6514221 0>3a>0OxRM #IC. S |5.11, 512, EREICR S,
QLA 19<3), £, 0SSN |5.13, 8.14, 16.
VRAVDITVIAT, IDAPBRT X |2

PathA/>>xo23a>, 8RO A
oI 03AVORMBIZOVTEEET

&,

652Ny 7 7—F—/N\—70— 5.1 EFE(C X IS

653 ZeMHNDEVESANL— vi DINT LRI 1 U ETEFFEHICT IS,

6.5.4 ZEMDEVEE viI0 DITANT LRI 1 A ETEIENICT IS

6.55 T EYIBRTS—E 3.6, 7.2, 8.1, | EREICKIE.
8.2

6.5.7 VOAY A NRAY VT T4 (X |5.16, 5.20, ASVS Tk, BICLAS TS Ur—>3

SS) 521, 5.24, ~TD XSS ICRTBBHEHDEMMEICE
5.25, 5.26, BEBVT, WKDO2ADOEHIZ XSS %
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